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ABSTRA

The Least significant bit(LSB) substitution for steganography is a simple and easy
to implement method, but its major problems are security and imperceptibility. Some
researchers proposed the concept of the optimal substitution matrix to improve the se-
curity and imperceptibility of the LSB substitution. However, those researchers did not
consider the properties of the human-visual-system when constructing the matrix. The
aim of this researcher is to construct an-optimal substitution matrix based on the human
visual system, so that the stego-image looks like the cover-image in terms of the human
visual system. In addition, ‘the Way of embedding the secret can make the difference
between the stego-image and-the.cover-image be” as closed as possible. Finally, we
measure the stego-image quality according to two measurerrents SSIM and PSNR. The
experiment results show that the image quality of our stego-image performs better than

those of other researchers.

Keywords : information hiding, differential evolution, least significant bit substitution,

substitution matrix, human visual system
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