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TR F ISR AP AR 2 (R
A Study of Network Intrusion Detection Using Self-Organization Network
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There are two intrusion detection approaches, abnormal detection and misuse detection. Abnormal
detection and misuse detection have their own limitations. For example, misuse detection can’t
discover new type of intrusions, abnormal detection causes false alarm and so on. In order to make the
two approaches complement each other, we apply self-organization map to combine abnormal
detection with misuse detection. The new intrusion detection model would detect known intrusion
behavior patterns and discover unknown intrusion simultaneously. The study concentrates on detecting
denia of service to verify the new intrusion detection model. Then, we apply fuzzy expert system and

back-propagation model to make more accurate judgements after re-trained with unknown intrusions.

Keyword: intrusion detection ~ self-organization map ~ abnormal detection ~ misuse detection ~ fuzzy

expert system ~ back-propagation network
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