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Abstract

Quantum cryptography is based on physical fundamental laws but not conventional
mathematical algorithms to provide an absolute secrecy communication channel between
two parties. Based on Heisenberg Uncertainty Principle, any observation of the particle in
the channel will affect its internal state. Therefore, the property of quantum mechanics is
that qubits cannot be copied and eavesdropping can be detected in the communication
channel. Any two parties do not need to share a secret key before their communication.
Thus quantum cryptography could solve the long-term troublesome key distribution
problem.

The error rate occurred in quantum key distribution is partly due to eavesdropping and
partly because of noise interference. The equipments used in the communication system are
the main factor of noise interference caused. These equipments include the emitter used by
the sender, the detector used by the receiver, and the quantum channel. Noise interference
not only increases the error rate in quantum key distribution, but also produces quantum
decoherence that causes non-unitary quantum transformation. In this research project, we
use sampling theory to design an error code detection mechanism to detect Eve’s
eavesdropping or not. And then we use an error correction code as the quantum state
automatic correction mechanism to ensure the reliability of quantum key distribution.

Keywords: Quantum cryptography, quantum key distribution, quantum superposition,
guantum entanglement, EPR pair, eavesdropping, noise Interference, decoherence, quantum
error correction
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