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Abstract

The history of cryptology is in fact a contest between code-makers and code-breakers
that has been going on for thousands of years. The birth of quantum cryptology is due to the
introduction of quantum mechanics theory to classical cryptology by researchers in recent
years. Quantum cryptology is divided into two different views based on the roles of
code-makers and code-breakers for the purpose of discussion. In code-breakers’ view, the
quantum algorithms which have the properties of quantum superposition and quantum
entanglement will have the superpower of quantum parallelism for solving the difficult large
number factoring problem. Thus, quantum computers can easily break the popular encryption
schemes such as DES and RSA, which are essentially intractable by classical computers. On
the other hand, in code-makers’ view, quantum cryptography that based on no cloning
theorem has no key distribution problem is an unbreakable cryptographic system and then can
be called an absolute secrecy system. Therefore, quantum cryptography, which is based on
physical fundamental laws instead of using conventional mathematical algorithms, can
provide absolute secrecy communication channel between two users. In the past years,
guantum computing was discussed only for abstract theoretical study interest. After Peter
Shor proposed the first quantum algorithm as well as Lov Grover proposed the quantum
mechanics-based fast database search algorithm, quantum computing was entering into
experimental research era. Meanwhile, scientists from both IBM and Stanford University
recently claimed that they have found the prime factors of 15 using experimental quantum
computers successfully. On the other hand, other scientists claim a major progress in quantum
cryptography is also obtained. They transmitted quantum ciphers in optical fibers from one
place to other place. Thus, the research of quantum cryptography has started to blossom. We
have a great interest in studying quantum cryptology and try to find out what kind of
problems occurred when developing quantum cryptography. We have made a long-term
schedule for studying quantum cryptography and quantum computing. In our plan, we begin
with the study of BB84, B92, and ERP protocols, and then focus on the problems such as
guantum key distribution, quantum cryptographic secrecy protocols, and public decision. In
addition, the Quantum Fourier Transform and the method of continued fractions used for
finding a periodic sequence is our next work. We hope that these quantum-computing
techniques can be successfully applied to quantum cryptology.

Keywords: Quantum cryptanalysis, Quantum cryptography, Quantum Key Distribution,
Quantum superposition, Quantum entanglement, Quantum algorithm, Quantum Fourier
Transform
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